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ABSTRACT Due to significant losses caused by attacks on power grids, mitigation of transmission line
attacks has drawn increasing attention in recent years. It is crucial to develop solutions to mitigate these
potential damages. Therefore, this paper presents a novel operational strategy aimed at minimizing unserved
energy under the worst case attack on transmission lines of a power system with generators and utility-scale
battery energy storage systems. This paper formulates a tri-level optimization problem to model interactions
between the operator and the attacker. The upper-level problem represents normal operational actions to
hedge against potential attacks and minimize operating costs. Then, the middle-level problem determines
the attack strategy, including both attack time and lines to be attacked, to maximize impacts to the grid. The
lower-level problem models actions of operators during restoration process by minimizing unserved energy.
A column-and-constraint generation method is applied to solve the problem. Numerical case studies are
conducted to demonstrate advantages of the proposed model in unserved energy reduction under the worst
case transmission line attack.

INDEX TERMS Optimal power flow, power system operation, tri-level optimization, transmission system
attack, robust optimization, resilience.

NOMENCLATURE
Sets and indices

T Set of time periods, index by t
N Set of buses, index by n
L Set of transmission lines, index by l
K Set of iteration numbers, index by k
I Set of generators, index by i
B Set of battery energy storage system (BESS),

index by b
D(l)/O(l) Indices of destination/origin buses of line l
I (n) /E (n) Inject/extract lines connected to bus n
�N
b Set of buses connected by BESS b

�B
n Set of BESSs connected to bus n

�N
i Set of buses connected by generator i

�I
n Set of generators connected to bus n

Variables

Pci,t Power output of generator i at time t
during restoration

Pdcb,t/Pccb,t Discharge/charge power of BESS b at
time t during restoration

RCcb,t Stored energy of BESS b at time t during
restoration

Pfcl,t Power flow on the line l at time t during
restoration

θcn,t Voltage phase angle at bus n at time t
during restoration

Lshcn,t Load shedding on bus n at time t during
restoration

al Binary variable for attack status of the
line l. This variable is equal to 1 if attack-
ing and 0 otherwise.

xt Binary variable for system status at
time t . This variable is equal to 1 dur-
ing restoration and 0 during normal
operation
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yt Binary variable for start indicator of the
restoration at the time t . This variable is
equal to 1 if restoration starts at time t
and 0 otherwise.

zt Binary variable for end indicator of the
restoration at the time t . This variable is
equal to 1 if restoration ends at time t and
0 otherwise.

Pi,t Power output of generator i at time t
during normal operation

Pdb,t/Pcb,t Discharge/charge power of BESS on bus
n at time t during normal operation

RCb,t Stored energy of BESS on bus n at time
t during normal operation

Pf l,t Power flow on the line l at time t during
normal operation

θn,t Voltage phase angle of bus n at time t
during normal operation

FC i,t Fuel cost of generator i at time t
O An ancillary variable for Bender’s

decomposition
D Set of dual variables of the lower level

problem
M/S Set of primal variables of the

upper/lower level problem

Parameters

AD Duration of restoration process
EBb Energy Capacity of installed BESS at bus

n
PBb Power rating of installed BESS at bus n
SoCmin Minimal value of state-of-charge (SoC)
SoCmax Maximal value of state-of-charge (SoC)
ηb Efficiency of BESS
w Weight factor for BESS operating cost
Pmax
i Maximal power output of generator i
RU i Ramping-up limit of generator i
RDi Ramping-down limit of generator i
Pf max

l Maximal power flow on line l
Bl Susceptance of line l
Amax Maximal number of concurrent attacks
Lon,t Demand level at bus n at time t
voll Value of lost loads
Lon,t Demand level at bus n at time t
CT Convergence tolerance
M̄ A sufficiently large number
ai, bi, ci Fuel cost coefficients of generator
f (.) Piecewise linearization function
Au Bu Cu Du Matrices of constraint coefficients in the

upper level problem
Al Bl Cl Dl Matrices of constraint coefficients in the

lower level problem
C/G Vector of coefficients in the objective

function of the upper/lower level
problem

I. INTRODUCTION
Secure and reliable delivery of electricity to energy con-
sumers is absolutely essential to the economic growth of
every nation. Any large and unplanned outages caused by
damages to the electric grid infrastructure could have a detri-
mental effect on the economy. Recent events across the globe
reiterate that it is critical to build resiliency of the power grid
to malicious attacks on certain transmission or generation
components. For instance, the Ukraine power grid experi-
enced multiple cyber-attacks in the recent past [1]. In par-
ticular, during the 2015 attack on the Ukraine’s grid, up to
73 MWh electricity was impacted. During another instance,
in California 2013, about 17 transformers were damaged in
Meltcalf substation by malicious elements, thereby causing
$15M loss to the downstream customers [2]. In 2003, a trans-
mission line attack in Denmark interrupted the electricity
supply to over 5 million customers [3]. In the same year,
another country of Georgia was affected by attacks on their
transmission towers [3].

In the United States, both lawmakers and federal agencies
agree on the necessity and importance to build and operate
the power grid against malicious attacks. In 2014, the ranking
member of U.S. House Energy and Commerce Committee
flagged the electricity power grid as ‘‘not adequately pro-
tected’’ from either physical or cyber-attacks [3]. The U.S.
Department of Energy released a report [4] on how the West-
ern Area Power Administration ‘‘had not always established
adequate physical security measures and practices for its crit-
ical assets.’’ Therefore, the most pressing need is to enhance
the power system resilience against attacks through proper
scheduling.

Several prior publications had earlier investigated the var-
ious types of contingencies [5] caused by malicious attacks
on system operations. For instance, Arroyo [6] proposed a bi-
level optimization model to analyze the power system vulner-
ability under attack contingencies. The lower-level problem
represents the pursuit of system operator to minimize the load
curtailment, and the upper-level optimization problem deter-
mines a set of outages. Kim et al. [7] used AC power flow
equations to identify the most disruptive physical attack that
resulted in the largest voltage deviation and load shedding.
Based on vulnerability analysis, many researchers conducted
studies on reducing the load shedding during restoration from
the viewpoints of both planning and operation.

From a planning standpoint, the defense-attack-defense
(DAD) model was proposed in [8]–[10] to determine the
optimal defending resource allocation for transmission lines
with the aim of minimizing unmet demand with attacks under
the worst-case scenario. Xiang and Wang [11] considered
the uncertainty of attack budget to determine the optimal
allocation of defending resources. In [12], mitigating effects
of attacks was considered in coordinated generation and
transmission expansion, while Moreira et al. [13] further
discussed renewable energy resources expansion considering
potential attacks using the DAD model. From the operational
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standpoint, the transmission line switching scheme and other
dispatch strategies were considered for system operators to
minimize the load shedding under attacks on transmission
lines [14]. In [15], the security-constrained optimal power
flow has been used to enhance system resilience by incor-
porating the attack risks. Moreira et al. [16] proposed to
use the adjustable robust optimization approach for energy
and reserve scheduling to minimize cost while encounter-
ing transmission contingencies. The existing DAD models
for attacks on transmission lines fail to accurately represent
and model the variability in attacks, such as choosing the
attacking times by considering system restoration durations.
They assume that either the components under attack remain
unavailable for the entire time interval under consideration,
or the attacks can be launched at few specific time instants.
Such over-simplified assumptions limit the practicability of
proposed solutions. In contrast, this paper proposes a com-
prehensive model to identify the worst attack time and most
vulnerable lines to be hit by attackers.

Furthermore, it is necessary to determine the various
backup resource option(s) to aid in restoring the power system
and mitigating the impact following an attack. Toward this
end, the potential of battery energy storage system (BESS)
in enhancing power system resilience attracts the attention.
In December 2017, when the Victoria coal power plant
supplying 560 MW tripped in Australia, a BESS located
621 miles away stabilized the power grid until proper shut-
down, by injecting 7 MW within a few milliseconds [17].
Earlier publications on BESS for power systems have
reported several benefits including cost savings [18], inte-
grated electricity-gas system upgrade [19], and T&D upgrade
deferral [20]. However, the role of BESS in enhancing the
system resilience by functioning as a dispatchable and fast-
acting energy resource, especially against malicious attacks,
has been rarely discussed. Therefore, the BESS operation has
been incorporated in the proposed model to study its effects
on unserved energy mitigation when the system encounters
malicious attacks. It should be noted that the proposed model
aims at minimizing the unserved energy with disabled lines
due to attacks. Specific attack tactics, whether physical or
cyber, are not distinguished.

This paper has made the following contributions in model-
ing and evaluation:

1) A tri-level formulation is proposed to model strate-
gical interactions between the attacker and operator in a
24-hour horizon. Specifically, the upper-level problem repre-
sents the behaviors of the operator during normal operation.
The attack strategy, which includes attack time and lines to be
attacked, is formulated in the middle-level problem. Finally,
the lower-level problem is formulated from the standpoint
of operator during restoration. It should be noted that very
few publications have considered multiple time periods in
modeling the gameplay between transmission line attackers
and system operators. Furthermore, this paper investigates
BESS operation during restoration following a transmission
line attack.

2) An evaluation of model performance is presented for
various model parameters, including attack budget, genera-
tor ramping capability, and BESS integration. Furthermore,
advantages of the proposed model are quantified in terms of
unserved energy mitigation under attacks as compared with
the state-of-the-art techniques.

The reminder of the paper is organized as follows:
Section II presents the assumptions, architecture and math-
ematical formulation of the proposed model. Section III
introduces the solution technique based on C&CG method.
Numerical studies are conducted in section IV. Finally, con-
clusions are drawn in section V.

II. PROBLEM FORMULATION
A. ASSUMPTION
In this work, it is assumed that the attackers are rational who
are capable of destroying the most important transmission
line assets. The attacks on these assets could be accomplished
by damaging transmission line suspension insulator or trans-
former bushings. Furthermore, the control signals from relays
to breakers can be intercepted and tampered, which causes
nuisance tripping of breakers and the corresponding trans-
mission line is disabled. Aforementioned attack actions gen-
erally lead to disabled transmission lines, which are unable
to carry electrical energy. This paper only discusses sys-
tem operation considering potential disabled lines due to
the attack while characterizing specific attack tactics, either
cyber or physical, is out of scope of this paper. It is also
assumed that attackers can attack multiple transmission lines
simultaneously at any time in 24-hour horizon. In addition,
attackers are rational to choose the best attack time consid-
ering restoration duration. Finally, when attacked transmis-
sion lines are repaired, the system is assumed to be restored
back to normal operation, thus having no unserved energy.
The overall timeline with events taking place is illustrated
in Fig. 1.

FIGURE 1. Timeline of system status throughout 24 hours.

The operator, from a conservative point of view, seeks
to minimize unserved energy during restoration from the
attack in the worst-case scenario while reducing opera-
tional cost. It is assumed to take same amount of time to
repair the attacked lines. The operator also runs the system
based on a multi-period DC optimal power flow (DC-OPF)
model.
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FIGURE 2. Proposed model architecture for minimizing unserved energy
under worst scenario with attacks on transmission lines.

B. MODEL ARCHITECTURE
In this section, a tri-level optimization problem is formulated
to model interactions between players. The model is built
from a conservative point of view, thus robust optimization is
applied [21], [22]. The upper-level problem models actions
of operator during normal operation. An operator seeks to
minimize generation fuel costs, BESS operating costs, and
loss-of-load costs during potential restoration from attacks,
subject to constraints in a multi-period DC-OPF model. The
middle-level problem models the behavior of attacker whose
goal is to maximize unserved energy by disabling the trans-
mission lines. Decision variables for the attacker include
lines to be attacked and attack time. Lower-level problem
represents the response of operator following the attack.
The operator redispatches the system to minimize unserved
energy before they repair attacked lines. The sequence in
the game is to have the player in the higher level make
decisions at first. Consequently, variables in higher level
problems become constants in lower level problems. All three
levels are thus coupled. In specific, the upper-level problem
and the lower-level problem are coupled with ramp limits
for generators dispatch during normal operation and during
restoration. Moreover, initial stored energy in BESS during
restoration is determined during normal operation stage. The
effects of attacked lines and attack time on system redispatch
during restoration show couplings between the middle-level
and the lower-level problem. Fig. 2 illustrates the architecture
of the proposed model.

C. MATHEMATICAL FORMULATION

Minimize
41

∑T

t=1

∑I

i=1
FC i,t +

∑T

t=1

∑B

b=1
w

∗ (Pdb,t + Pcb,t )

+Voll ∗
∑T

t=1

∑N

n=1
(Lshcn,t ∗ xt ) (1)

Subject to
∑

iε�In
Pi,t +

∑
b∈�Bn

(
Pdb,t ∗ ηb−

Pcb,t
ηb

)

+

∑
l|D(l)=n

Pf l,t −
∑

l|O(l)=n

Pf l,t=Lon,t , ∀n, t

(2)

0 ≤ Pi,t ≤ Pmax
i , ∀i, t (3)

− RDi ≤ Pi,t+1 − Pi,t ≤ RU i, ∀i, t (4)

FC i,t = f
(
ai ∗ P2i,t + bi ∗ Pi,t + ci

)
, ∀i, t

(5)

SoCmin
∗ EBb≤RCb,t≤SoCmax

∗ EBb, ∀b, t

(6)

RCb,t+1 = RCb,t − Pdb,t+1 + Pcb,t+1, ∀b, t

(7)

0 ≤ Pdb,t ≤ PBb, ∀b, t (8)

0 ≤ Pcb,t ≤ PBb, ∀b, t (9)

RCb,t1 = RCb,t24, ∀b (10)

− Pf max
l ≤ Pf l,t ≤ Pf

max
l , ∀n, t (11)

Bl ∗
(
θn|E(n)=l,t − θn|I (n)=l,t

)
= Pf l,t , ∀l, t

(12)

Where 41 = {Pi,t ,Pdb,t ,Pcb,t ,RCb,t ,Pf l,t , θn,t ,Lshn,t }.
The upper-level problem is formulated in (1)−(12). The

objective function, as shown in (1), minimizes the fuel
costs of the generators, BESSs operating costs, and loss-
of-load cost during restoration. Specifically, the terms,∑T

t=1
∑I

i=1 FC i,t and
∑T

t=1
∑B

b=1 w ∗ (Pdb,t + Pcb,t ), cal-
culate generators fuel costs and operating costs of BESSs,
respectively. The term, Voll ∗

∑T
t=1

∑N
n=1 (Lshcn,t ∗ xt ), rep-

resents loss-of-load cost during restoration. Deep charging
and discharging batteries are penalized by a degradation
weighting factor w. In this paper, it is assumed that securing
the energy delivery has the highest priority in the system
operation. Therefore, the value of lost-loads (Voll) is set suffi-
ciently high. Constraint (2) enforces the nodal power balance
equations. Constraint (3) imposes bounds on power outputs
from generators, and constraint (4) represents ramping up and
ramping down limits of generators. The relationship between
fuel cost and power outputs of generators is indicated by
constraint (5). Fuel cost is obtained by piecewise lineariza-
tion of a quadratic function, which is approximated with
3 segments. Stored energy limits of BESSs are formulated
in (6), and energy balance equations of BESSs are represented
by (7). Constraints (8) and (9) enforce limits on charging
and discharging power of BESSs. Constraint (10) implies that
stored energy in BESS at the end of a daymust return to stored
energy at the beginning of the day to reach an energy neutral
position. Constraint (11) imposes limits on power flow of
each line that is calculated by (12).

Maximize
al, xt , yt , zt

∑T

t=1

∑N

n=1
Lshcn,t ∗ xt (13)

Subject to
∑L

l=1
al ≤ Amax (14)

xt+1 − xt = yt+1 − zt+1, ∀t (15)
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∑T

t=1
yt = 1 (16)∑T

t=1
zt = 1 (17)∑T

t=1
yt ∗ zt+AD = 1 (18)

(al, xt , yt , zt ) ∈ (1, 0) (19)

The middle-level problem is formulated in (13)−(19). The
objective function, shown in (13), maximizes the unserved
energy during restoration process. The binary variable xt
stands for the system status. When xt = 1, the system is
in restoration process, when xt = 0, the system is in nor-
mal operation. Constraint (14) indicates that attacker cannot
attack more than Amax lines. Constraint (15) represents the
transit of system status (xt ) that is determined by restoration
starting indicator (yt ) and ending indicator (zt ). This is similar
to the logic of turn on/turn off operation of generators in
unit commitment model [23]. Constraints (16) and (17) imply
that only one attack happens in 24 hours. Constraint (18)
guarantees that restoration process lasts for AD hours. All the
variables in the middle-level problem are binary variables as
shown in (19).

Minimize
41

∑T

t=1

∑N

n=1
Lshcn,t ∗ xt (20)

Subject to (
∑

iε�In
Pi,t +

∑
b∈�Bn

(
Pdcb,t ∗ ηb−

Pccb,t
ηb

)
+

∑
l|D(l)=n

Pfcl,t −
∑

l|O(l)=n
Pfcl,t+Lshcn,t )

∗ xt = Lon,t ∗ xt , ∀n, t(πn,t ) (21)

0 ≤ Pci,t ∗ xt ≤ Pmax
i ∗ xt , ∀i,∈ T

(
αmax
i,t α

min
i,t

)
(22)

− RDi ∗ xt ≤
(
Pci,t+1 − Pci,t

)
∗ xt ≤ RU i ∗ xt , ∀i, t(βmax

i,t β
min
i,t ) (23)

− RDi ∗ yt ≤
(
Pci,t − Pi,t−1

)
∗ yt

≤ RU i ∗ yt , ∀i, t
(
βimaxi,t βi

min
i,t

)
(24)

SoCmin
∗ EBb ∗ xt ≤ RCcb,t ∗ xt

≤ SoCmax
∗ EBb ∗ xt , ∀b, t

(
δmax
b,t δ

min
b,t

)
(25)

RCcb,t+1 ∗ xt =
(
RCcb,t − Pdcb,t+1 + Pccb,t+1

)
∗ xt , ∀b, t(µb,t ) (26)

yt ∗
(
RCcb,t − RCb,t−1 + Pdcb,t − Pccb,t

)
= 0,

∀b, t (µib,t ) (27)

0 ≤ Pdcb,t ∗ xt ≤ PBb ∗ xt , ∀b, t(τmax
b,t , τ

min
b,t )

(28)

0 ≤ Pccb,t ∗ xt ≤ PBb ∗ xt , ∀b, t ($max
b,t , $

min
b,t )

(29)

− Pf max
l ∗ xt ≤ Pfcl,t ∗ xt

≤ Pf max
l ∗ xt , ∀l, t(σmax

l,t σ
min
l,t ) (30)

Bl ∗ (1− al) ∗
(
θcn|E(n)=l,t − θcn|I (n)=l,t

)
∗ xt

= Pfcl,t ∗ xt , ∀l, t(ACl,t ) (31)

0 ≤ Lshcn,t ∗ xt ≤ Lon,t ∗ xt , ∀n, t(γmax
n,t , γ

min
n,t )

(32)

where 42 = {Pci,t ,Pdcb,t ,Pccb,t ,RCcb,t ,Pfcl,t , θcn,t ,
Lshcn,t .

The lower-level problem is formulated in (20)−(32). The
objective function, shown in (20), minimizes unserved energy
during restoration. It should be noted that only the load
shedding during restoration is considered (xt = 1) in (20),
since no load shedding during normal operation (xt = 0)
as stated earlier. Equation (21) gives the nodal power bal-
ance constraint during restoration (xt = 1). During normal
operation (xt = 0), both sides of the equation are enforced
to zero, so nodal power balance constraint no longer holds.
Therefore, equation (21) only represents such constraint dur-
ing restoration (xt = 1). Same logic applies to following
constraints. Constraints (22) and (23) impose power output
limits and ramping limits of generators during restoration.
Constraint (24) enforces limits on generator power outputs
at the first hour of restoration due to the ramping limit. Such
a limit is valid only at the beginning of restoration (yt = 1).
This constraint reveals that generators power outputs at the
first hour of restoration period rely on the generators schedul-
ing during normal operation. Constraint (25) imposes limits
of stored energy of BESSs during restoration. Equation (26)
represents the energy balance of BESSs during restoration.
Initial stored energy of BESSs during the restoration are
determined by BESSs scheduling during normal operation,
as shown in (27) that further shows effects of normal oper-
ation on unserved energy during restoration. Constraints
(28)−(29) indicate charging and discharging limits of BESSs
during restoration. Constraint (30) denotes limits of power
flow of each line, which is calculated by (31). The power flow
equation (31) incorporates the impact of attacker variable
(al) which enforces power flow to be zero once attacked
(al = 1). Constraint (32) imposes limits of load shedding
during restoration.

As discussed earlier, different levels of the proposed model
are linked. In specific, variables in higher level problems
are parameters for lower level problems. The link between
the middle-level problem and the lower-level problem gets
reflected on the objective function and all constraints of the
lower-level problem. Except constraints (24) and (27), other
expressions in the lower-level problem depend on system sta-
tus (xt ), while constraints (24) and (27) depend on restoration
start indicator (yt ). Furthermore, constraint (31) also relies
on attacked lines (al). All of those values are decided by the
attacker based on the middle-level problem. Constraints (24)
and (27) shows the coupling between upper-level problem
and lower-level problem. Values of Pi,t−1 and RCb,t−1 in
(24) and (27) are constants, determined in the upper-level
problem. It can be seen that the upper-level problem is a
mixed integer linear programming (MILP), the middle-level
problem is an integer programming, and the lower-level prob-
lem is a linear programming (LP).
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III. SOLUTION TECHNIQUE
To solve the proposed tri-level model, strong duality theo-
rem [24] together with C&CG method are applied.(∑

nε�Ni
πn,t + α

max
i,t − α

min
i,t

)
∗ xt

−

(
βmax
i,t − β

min
i,t − β

max
i,t−1 + β

min
i,t−1

)
∗ xt

+

(
βimax
i,t − βi

min
i,t

)
∗ yt = 0, ∀i, t (33)

(ηb ∗
∑

nε�Nb
πn,t + τ

max
b,t − τ

min
b,t + µb,t−1) ∗ xt−1

+µib,t ∗ yt = 0, ∀b, t (34)

(−
∑

nε�Nb

πn,t

ηb
+ £max

b,t − £min
b,t − µb,t−1) ∗ xt−1

−µib,t ∗ yt = 0, ∀b, t (35)

(π l|D(l)=n,t − πl|O(l)=n,t + σ
max
l,t − σ

min
l,t − ACl,t )

∗ xt = 0, ∀l, t (36)

xt ∗ (1+ πn,t + γmax
n,t − γ

min
n,t ) = 0, ∀n, t (37)(

δmax
b,t − δ

min
b,t

)
∗ xt − µb,t ∗ xt + µb,t−1

∗ xt−1 + µib,t ∗ yt = 0, ∀b, t (38)

xt ∗ (1− al) ∗ (Bl1 ∗ ACl1,t − Bl2 ∗ ACl2,t ) = 0,

l1 = FD (n 6= n2) , l2 = FU (n 6= n2) , ∀t (39)

αmax
i,t , α

min
i,t , β

max
i,t , β

min
i,t , βi

max
i,t , βi

min
i,t ≥ 0, ∀i, t (40)

δmax
b,t , δ

min
b,t , τ

max
b,t , τ

min
b,t , $

max
b,t , $

min
b,t ≥ 0,∀b, t (41)

σmax
l,t , σ

min
l,t ≥ 0, ∀l, t (42)

γmax
n,t , γ

min
n,t ≥ 0, ∀n, t (43)∑T

t=1

∑N

n=1
xt ∗ Lshn,t = −xt ∗

∑T

t=1

∑N

n=1

πn,t ∗ Lon,t − xt ∗
∑T

t=1

∑N

n=1
Pmax
n ∗ αmaxn,t − xt

∗

∑T

t=1

∑N

n=1
RUPn ∗ βmax

n,t − xt

∗

∑T

t=1

∑N

n=1
RDPn ∗ βmin

n,t − yt ∗
∑T

t=1

∑N

n=1(
RUPn + Pn,t−1

)
∗ βimax

n − yt ∗
∑T

t=1

∑N

n=1(
RDPn − Pn,t−1

)
∗ βimin

n −
∑T

t=1

∑N

n=1
SoCmax

∗ EBn

∗δmax
n,t ∗ xt +

∑T

t=1

∑N

n=1
SoCcmin

∗ EBn ∗ δmin
n,t ∗ xt

−

∑T

t=1

∑N

n=1
yt ∗ µin,t ∗ RCn,t−1

−

∑T

t=1

∑N

n=1
xt ∗ PBn ∗ τ

max
n,t

−

∑T

t=1

∑N

n=1
xt ∗ PBn ∗ $

max
n,t

−

∑T

t=1

∑L

l=1
Pf max

l ∗ σmax
l,t ∗x t

−

∑T

t=1

∑L

l=1
Pf max

l ∗ σmin
l,t ∗x t

−

∑T

t=1

∑N

n=1
γmax
n,t ∗ Lon,t ∗ xt (44)

A. SUBPROBLEM
The first step is to merge the lower-level problem and middle-
level problem into a single-level equivalent. This single-level
equivalent serves as the subproblem to identify the worst-case
attack strategy. Since the lower-level problem is a LP, it can
be exactly replaced by its primal constraints, dual constraints
and the strong duality condition. Constraints (21) to (32) are
primal constraints, and constraints (33) to (44) formulate dual
constraints and the strong duality equality.

Then, the subproblem is formulated as follows:

Minimize
43

∑T

t=1

∑N

n=1
Lshcn,t ∗ xt (45)

Subject to Primal constraints (14) ∼ (19), (21) ∼ (32)
Dual constraints (33) ∼ (43)
Strong duality equality (44)
where 43 = 42 ∪ {al, xt ,yt , zt ,D.
Noting that in the subproblem, there exist products of two

binary variables, as well as products of a binary variable and
a continuous variable. To eliminate the non-linearities, these
products of variables need to be linearized. Reference [6]
gives detailed linearization method for these bilinear terms,
so that the subproblem is equivalent to a MILP.

B. MASTER PROBLEM
After reformulation, the subproblem becomes a non-convex
problem. Thus, the strong duality condition no longer holds.
We use C&CG method to solve the problem. The master
problem is formulated in an abstract form as follows:

Minimize
Sk ,M ,O

CT
∗M−GT

∗ S+ O (46)

Subject to O ≥ GT
∗ Sk ,∀k ≤ K (47)

Al ∗ Sk ≤ C l ,∀k ≤ K (48)

Bl ∗ Sk = Dl ,∀k ≤ K (49)

Au ∗M ≤ Cu (50)

Cu ∗M = Du (51)

The master problem includes variables in both the
upper-level problem and the lower-level problem. In addition,
variables in the lower-level problem are incorporated with a
subscript k , the iteration index. Variables in the middle-level
problem are constants passed from solution of subproblem.
The auxiliary variable O is used as the cutting-plane to refine
the feasible set iteratively. Noting that both master problem
and subproblem areMILP problems, so global optimality can
be guaranteed using commercial solvers such as CPLEX.

C. ALGORITHM IMPLEMENTATION
The C&CGmethod is used to solve the reformulated tri-level
problem. Specifically, the master problem and subproblem
are solved iteratively until the tolerance gap is small enough.
The detailed solving procedure is stated as follows:
Step 1: Initialization: Set the upper bound and lower

bound to positive infinite and negative infinite (UB = +∞,
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LB = −∞). Set the iteration index k = 1. Obtain initial
values ofPi,t andRCb,t by basicmulti-periodDC-OPFmodel
and pass them to the subproblem.
Step 2: Solve the subproblem with the given values of Pi,t

and RCb,t . Obtain the value of objective function. Update the
upper bound as UB=min(UB,

∑T
t=1

∑N
n=1 Lshcn,t ∗ xt ). Get

the results of variables in the middle-level problem (al , xt , yt ,
zt ) and pass them to the master problem.
Step 3: With the given values of al , xt , yt , and zt ,

solve the master problem. Update the lower bound as
LB=max(LB, O). If (UB-LB)/LB≤CT, stop; otherwise,
obtain the values of P i,t and RCb,t and pass them to sub-
problem, go to step 2. Fig. 3 illustrates the iteration process
flowchart.

FIGURE 3. Flowchart illustrating the iteration process.

IV. CASE STUDIES
In this section, the performance of proposed model is
demonstrated on both Western System Coordinating Council
(WSCC) 9-bus and IEEE 57-bus systems. At first, actions of
attacker under various settings are tested. Then, a sensitivity
analysis is conducted to investigate the impacts of various
factors on the amount of unserved energy during restoration.
The performance of proposed model on unserved energy
reduction is evaluated by comparing with the performance
of the basic multi-period DC-OPF model. All the optimiza-
tion models are implemented in General Algebraic Modeling
System (GAMS) using a laptop with an Intel Core i7 CPU
and 16 GB RAM. IBM CPLEX is selected as the solver
and convergence tolerance is set to 0.1%. For the BESSs,
values of initial SoC, maximum SoC, and minimum SoC are
assumed to be 0.7, 0.95, and 0.2, respectively. The value of w
is assumed to be 0.05, and charging/discharging efficiency of
BESSs to 88% [25].

A. WSCC 9-BUS SYSTEM
In the WSCC 9-bus system [24], there are 3 generators,
9 buses and 9 transmission lines. Table I lists the parameters
of generators, and the transmission line parameters are pro-
vided in [26]. Two equal-rated BESSs for 20 MWh/20 MW
are installed on buses #2 and #5. Fig. 4 shows three load
profiles having different demand peak hours, corresponding
to the historical trend in California during summer [27].

TABLE 1. Generator data in WSCC 9-bus system.

FIGURE 4. Three load profiles of WSCC 9-bus system.

To begin with, actions of attacker and operator dur-
ing restoration are demonstrated. Then, attack times
for different load profiles and restoration durations are
obtained. It is assumed that stored energy in BESS1 and
BESS2 remain 10 MWh and 12 MWh, respectively, and pro-
ductions of generators are 50% of their capacity throughout
the day. For the assumption that up to 2 lines are attacked,
Table II lists attack times for different load profiles and
restoration durations. It shows that the optimal attack time
varies for different load profiles and restoration durations.
The attacked lines and attack times using proposed model
for various attack budgets (Amax) and restoration durations
(AD) are tabulated in Table III, which shows that attack plans
vary with attack budgets and restoration durations. For the
rest of tests of WSCC 9-bus system, the load profile 1 is
deployed since the peak load occurs around 16:00 according
to California Independent System Operator (CAISO).

TABLE 2. Attack time for different load profiles and restoration durations
in WSCC 9-bus system.

To illustrate reduced unserved energy by using proposed
model, the following two approaches are evaluated:
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TABLE 3. Attack lines and times for different attack budgets and
restoration durations.

Approach A: Using proposed model.
Approach B: Using the basic multi-period DC-OPF: Run

the basic multi-period DC-OPFmodel to get the values of Pi,t
andRCb,t . Then, run the subproblemwith the obtained values
of Pi,t and RCb,t to obtain the value of unserved energy.

Fig. 5 shows unserved energy for different attack bud-
gets, restoration durations and approaches. It illustrates that
unserved energy is more serious with higher attack budget
and longer restoration duration. This is evident as having
more disabled lines for longer duration leads to higher unmet
demand. Furthermore, a comparison between two approaches
for the unserved energy is also shown. It illustrates the ben-
efit of the proposed method in mitigating unserved energy.
Another observation is that with more attacked lines, the
advantage of the proposed method is less significant. This
is because more attacked lines lead to increasing number of
islanded generators and BESSs. With less available power
sources, the advantage of the proposed method is impaired.

FIGURE 5. Unserved energy for different restoration durations (AD),
attack budgets (Amax) and approaches of WSCC 9-bus system.

B. IEEE 57-BUS SYSTEM
The IEEE 57-bus system is taken from the American Electric
Power network. There are 7 generators, 42 loads, 80 lines, and
57 buses. Parameters of generators are tabulated in Table IV
and [28] provides additional transmission line parameters.
Additionally, four BESSs with capacity of 20MWh/20MW
are installed on buses #3, #12, #21, #44. Fig. 6 shows three
load profiles in accordance with the historical trends accord-
ing to CAISO [27].

At first, attack strategies are obtained to demonstrate
the subproblem. Assuming stored energy in all BESSs is
10 MWh and generators are producing 50% of total capacity
throughout the day, Table V lists the attack times for different
load profiles and restoration durations. Like the conclusion in
WCSS 9-bus system, the attack time varies with load profiles
and restoration durations. For the remainder of test cases of
IEEE 57-bus system, load profile 3 is applied whose peak

TABLE 4. Generator data in IEEE 57-bus system.

FIGURE 6. Three load profiles of IEEE 57-bus system.

TABLE 5. Attack time for different load profiles and restoration durations
in IEEE 57-bus system.

load occurs at 16:00 which is normal in California. Table VI
presents attack times and attacked lines using proposedmodel
with different attack budgets (Amax) and restoration durations
(AD) for IEEE 57-bus system. Results show that there might
be multiple attack strategies lead to the same amount of peak
unserved energy. This is because the aim of operator is to
minimize unserved energy in the worst-case scenario. In other
words, the operator schedules optimally to avoid excessive
unserved energy from one specific attack plan. As a result,
there might be multiple attack strategies are optimal in terms
of maximizing unserved energy.

TABLE 6. Attack lines and times for different attack budgets and
restoration durations.
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FIGURE 7. Unserved energy for different ramping up limits with AD=3,
(a) Amax=2, (b) Amax=3, (c) Amax=4 of IEEE 57-bus system.

Effects of ramping limits on model performance is then
discussed. Previous results assume that ramping up limits are
50% of total generation capacity (RU=0.5Pmax). Fig. 7 shows
unserved energy for different ramping up limits with AD=3.
As seen in Fig. 7 (a) and (b), for two ramping up limits,
unserved energy under the worst-case scenario is the same.
However, if RU=0.5Pmax, only one attack strategy causes
the peak value of unserved energy. While if RU=0.3Pmax,
there are 7 and 6 attack strategies lead to maximum unserved
energy for Amax

=2 and Amax
=3, respectively. When up to

4 lines can be attacked (Amax
=4), unserved energy in worst

case scenario with RU=0.3Pmax is larger. Therefore, two
conclusions can be drawn from Fig. 7. Firstly, with lower
ramping limits, the load curtailment in worst-case scenario
will be greater or equal to the scenario with higher ramping
limits. It is because lower ramping limits will make gener-
ators less flexible to save loads. Secondly, sometimes the
application of proposed model might reduce unserved energy
after the most serious attack strategy to the case with less tight
ramping limits. It further demonstrates value of the proposed
model in hedging against the most serious attack strategy.

Finally, the proposed model is compared with the basic
DC-OPF strategy in terms of unserved energy under attacks.

FIGURE 8. Unserved energy for different restoration durations (AD),
attack budgets (Amax) and approaches of IEEE 57-bus system. Comparison
between (a) Approach A and Approach B, (b) Approach C and Approach D,
(c) Approach A and Approach C, (d) Approach B and Approach D.

In addition to two approaches (namely approach A and
approach B) evaluated for the WSCC 9-bus case, another two
approaches are compared for IEEE 57-bus system.
Approach C: Using proposed model in the system without

BESS.
Approach D: Using the basic multi-period DC-OPF in

the system without BESS. Specifically, run the basic multi-
period DC-OPF model for the system without BESS, and get
the value of Pi,t . Then, run the subproblem with the obtained
value of Pi,t for the system without BESS to obtain the value
of unserved energy.

Fig. 8 (a) and (b) depict the unserved energy comparisons
between approach A and approach B, as well as approach C
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and approach D. The results show that unserved energy is
alleviated by using the proposed model. This demonstrates
the advantage of the proposed model in unserved energy
reduction under the worst-case attack. Fig. 8 (c) shows
that using proposed model, the performance is better with
BESS which confirms enhanced resilience by BESS inte-
gration. Same conclusion can be drawn from Fig. 8 (d). In
addition, Fig. 8 reveals that unserved energy is more seri-
ous with higher attack budget (Amax) and longer restoration
duration (AD).

V. CONCLUSION
This paper proposed a tri-level optimization model to miti-
gate worst-case unserved energy with attacks on transmission
lines. The upper-level problem represents actions of oper-
ators during normal operation. The attacker determines the
attack time and lines to be attacked to maximize unserved
energy during restoration in the middle-level problem. The
lower-level problem models actions of the operator during
restoration. To solve this model, we used strong duality the-
orem and Column-and-Constraint Generation method.

Two numerical case studies are conducted to demonstrate
the proposed model. By comparing unserved energy with
attacks in systems run by the proposed model and the basic
multi-period DC-OPF, the paper confirms advantage of the
proposedmodel in terms of unserved energy reduction.More-
over, impacts of model parameters, including attack budgets,
restoration duration, ramping limits, and BESS integration
on model performance are evaluated. It finds that unserved
energy can be alleviated with less disabled lines, shorter
restoration duration, more flexible generators and BESS
integration.

Further research on applying the proposed model to
enhance resilience of interdependent systems is planned for
future works. In addition, further analysis and design shall be
carried out on attacks targeting on other power grid compo-
nents, such as breakers, relays, substations, etc.
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